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INFORMATION REPORT
ORIGIN

Recommendation from the Audit Committee of Council at the November 28, 2007 meeting.

BACKGROUND

It has been the practice of the Audit Committee of Council to circulate the annual report filed by
Business Systems and Control to Regional Council. This report accomplishes this objective.



DISCUSSION

As required under the “Release of Documents Process™ these reports have been reviewed and
amended, as suggested, by the FOIPOP Coordinator and Legal Services for public release. The
reports will be available on the HRM website at:

http://www.halifax.ca/business_systems/Annual WorkPlans.html

BUDGET IMPLICATIONS

None.

FINANCIAL MANAGEMENT POLICIES / BUSINESS PLAN

This report complies with the Municipality’s Multi-Year Financial Strategy, the approved
Operating, Capital and Reserve budgets, policies and procedures regarding withdrawals from the
utilization of Capital and Operating reserves, as well as any relevant legislation.

ATTACHMENTS

1. Annual Report Business Systems and Control - April 1, 2005 to March 31, 2006
2. Annual Report Business Systems and Control - April 1, 2006 to March 31, 2007

Further information regarding the contents of this report may be obtained by contacting Cathie Osborne at 490-4093.
Additional copies of this report, and information on its status, can be obtained by contacting the Office of the
Municipal Clerk at 490-4210, or Fax 490-4208.
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Business Systems &
Control Group

FOIPOP reviewed July 2007

Cathie Osborne, CGA
Manager
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April 1, 2005 to March 31, 2006
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Executive Summary

April 1, 2005 marked the second year of work completed under
the three year Audit Plan rolled out during the 04/05 business
planning cycle.

A significant portion of resources focussed on the follow up or
provision of advice on past reviews, but a number of other major
reviews were undertaken. Appendix 1 to this report provides a
summary of all work undertaken by Business Systems and
Control between April 1, 2005 and March 31, 2006.

The audit work of 2004/05 identified significant risk potential in
the implementation and use of a number of corporate computer
systems. The Administration has accepted the findings of BSC,
but limited improvement has occurred to improve these
situations. The management of HRM assets was another area of
risk identified in prior years work. The Administration has begun
to address this particular area. Work is progressing in the
development of processes and systems to overcome noted
shortcomings.

Business Systems and Control continued to provide support to
the Audit Committee of Council. This included the drafting of the
Illegal and Irregular Conduct Policy and amendments to the
Ethical Code of Conduct Policy. The Audit Committee considered
the two documents and recommended to Council that these
policies be applicable to all staff and Council. In March 2006, the
CAO approved these as policies as applicable to staff within HRM
and its agencies, boards and commissions. The Audit Committee
of Council will be forwarding a recommendation to Council to
adopt the two policies, early in the new fiscal year.

A draft Terms of Reference, researched and drafted by Business
Systems and Control, was tabled and is scheduled for review by
the Audit Committee. The CAO and Audit Committee also



approved the “Release of Reports Guideline” to address need to
pro-actively release completed work of Business Systems and
Control and enhance transparency.

Highlights of the year include:

1. Review of Non-inventoried Assets & Materials
Provided guidance and support on the development of an
action plan to address deficiencies in the management of
non-inventoried assets and materials.

2. Corporate Compliance Database
Continuous research and updating of datahase to ensure new
or amended policies, practices, standards, studies, reports are
identified and documented.

3. Compensation and Benefits Phase 1 and 2.
Provided advice and consultation for outstanding issues
resulting from past reviews, including WCB and LTD
premiums.

Reviews completed during the year:

1. Street Cuts Restoration Review Completed
Findings identified a lack of a coordinated, consistent and
systematic approach to the re-inspection of street excavations
within the one year time frame and the identification of
different methods for external parties, HRM and the HRWC to
obtain and comply with permits.

2. Cash Controls - Phase 1 - Risk Analysis
Financial, process and internal control analysis identified
specific revenue streams, processes and accounts that
warranted further examination. This work formed the basis
for finalizing the scope of work undertaken in subsequent

phases.
o Phase 1 - Risk Analysis
o Phase 2 - Property Related Revenues &
Receivables - Control Testing, Verification of
Account Balances
. Phase 3 - Other Revenue & Receivables -



Control Testing, Verification of Account
Balances
o Phase 4 - Cash Handling, at Source
A) Physical Security of Assets
B) Electronic Portals & Computer
Security.

3. Cash Control - Phase 4b
IT Threat and Security Testing was completed in early 2006.
Significant Findings have not yet been formally reported in
terms of cash control. However, the report filed by the
external provider indicated a need to tighten vulnerabilities in
some software applications and improve documentation,
overall. These findings will be considered in the development
of findings specific to cash control practices.

4, Civic Code Enforcement - Risk Analysis
Preliminary risk analysis was undertaken to determine which
areas in the organization should receive more attention in
examining processes, practices, standards and outcomes.
Although this review has begun, it will not be completed until
the 06/07 fiscal period.

5. Expenditures Heritage Incentive Program and

Heritage Reserve

Findings of the review of grant funding transactions indicated
that the defined process had adequate controls. However,
there was a lack of adherence to the established controls and
recommendations in the report focussed on tightening current
controls and improving the monitoring and reporting of
program opportunities and the yearly results.

Year-end Summary

A comprehensive financial risk analysis was undertaken in the
order to develop the terms of reference and audit scope for the
review of internal controls in Accounts Payable, Accounts
Receivable and Cash Flow processes. External resources were
then acquired to complete control testing for the Cash Controls,



Phase 2 and the IT Threat and Security Review (Phase 4b)
relating to electronic fund transactions.

Staff continued to monitor the financial health of a number of
HRM benefit plans and outstanding human resource issues were
monitored and subsequently finalized. Assistance was provided
to staff on a number of internal control issues in the area of Visa
Procurement Cards.

Staff represented the CAO on the Bylaw Rationalization
Committee and Business Continuity Planning Committee. A draft
listing of programs and services offered by the HRM was
compiled and circulated to members of the Audit Committee.
Staff continued to provide information on findings and risk
assessments to the external auditors, as well as assist financial
and human resource consultants in areas of subject matter
expertise or knowledge.

Staff changes occurring late in February 2006 reduced the
auditing capacity for the remainder of the period.

Historical Background

Business Systems and Control was established under the
authority of the Chief Administrative Officer in February 2002 to:

1) Assist the Audit Committee in their oversight role by
providing objective analyses, appraisals,
recommendations, counsel and information concerning
the activities reviewed.

2) Assist Administration by providing business advice and
policy compliance reviews, using a collaborative and
consultative approach with available in-house resources.



In January 2006, staff of Business Systems and Control began
reporting directly to the Chief Administrative Officer for
personnel issues, while retaining the reporting relationship for
audit work and significant findings with the Audit Committee of
Council.

Staff is physically located on the 3™ floor of Duke Tower in newly
constructed office space, designed to ensure the privacy of
visitors and the security and confidentiality of information and
documentation. The type and length of time needed to complete
an assignment, may require staff to relocate into the work place
under review.

At the end of each assignment, a report is filed with the Audit
Committee of Council detailing the significant findings and
recommendations and, where appropriate, a suggested action
plan is issued suggesting how the business unit may achieve the
accepted recommendations. The Chief Administrator Officer and
Business Unit Directors are active participants in this process and
provide a management response to each report. The Audit
Committee may also be apprised of significant issues throughout
a review, as necessary.

Achievements

Over the past year, Business Systems and Control focussed
much of its attention on evaluating the effectiveness of internal
controls and business processes at the corporate level. We
developed an Illegal and Irregular Conduct Policy (IIC) and
proposed amendments to the Ethical Code of Conduct Policy.
These documents will help establish an appropriate standard of
conduct for employees when dealing with each other, HRM
citizens and other stakeholders.



In brief, highlights of the IIC Policy are:

> Requirement to report allegations of wrong doing.
> Requirement to investigate all reported allegations.
> Requirement for the organization to act upon

findings resulting from each investigation.

Services Provided

Planned Hours 2,765.00 hours
Recorded Direct Work 544.50 hours
Recorded Administrative Work ~ 158.25 hours
Continuous Education 79.00 hours
Non-recorded Work 1,983.25 hours

Hours of work against direct planned audit work were not fully
tracked during the 2005/06 fiscal period. Unrecorded work
included the development and implementation of the Illegal and
Irregular Conduct and Ethical Code of Conduct Policy; research
for and drafting of a Terms of Reference for the Audit
Committee; and research and the generation of an HRM service
and program listing.

Future Challenges

The focus for 2006/07 will be to complete work carried over from
prior year audit plans and assign available resources to review
areas in the organization which reflect a higher risk potential due
to organizational changes.



Resources will also be required to support the presentation and
implementation of the Illegal and Irregular Conduct and Ethical
Code of Conduct policies through the organization.

In addition, encouraging a formal, structured risk assessment
culture within HRM, commonly referred to as Enterprise Risk
Management, will require suitable resources to scope out the
project and develop an action plan. The first phase of this project
was approved as a Strategic Initiative item during the 05/06
business planning process. Additional attention must be given to
ensure growth in this area.

Objectives for 2006/07

The objective for 2006/07 includes completing all planned work
on a timely basis. This includes the acquisition of additional
resources and filing positions created by vacancies.

Work still to be completed from prior years includes the
completion of compliance reviews for cash handling at source,
accounts payable and accounts receivable activities and the Civic
Code Operational Review. Internal resources will be augmented
with external resources as appropriate.

Acknowledgments

We would like to acknowledge the continued recognition and
support of the work of Business Systems and Control by individual
employees, SMT, EMT and the Audit Committee of Council.
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Audit Capacity:

Audit capacity of Business Systems and Control continued to be a challenge over the past
year, partly due to staff turnover, an increased role in the administration and roll out of the
“Illegal and Irregular Conduct” and “Ethical Code of Conduct” Policies and consultancy
support to various corporate or business unit endeavours. Resources were acquired from
external parties, through government grant funding and student co-op programs; temporary
placements; and special assignments of employees from other business units.

Policy Development:

Council approved the application of the Illegal and Irregular Conduct and Ethical Code of
Conduct Policies for Council and all staff in June 2006, as recommended by the Audit
Committee. Roll out to business units continued into the fall when presentations to all
business units managers and a number staff were completed. BSC staff responded to 12
inquiries regarding issues of ethical conduct and oversaw or conducted 18 allegations of
irregular or illegal activity. (See Appendix 2 for details.)

IIC Policy Cases Opened/Closed

Fiscal Period Illegal Activities Irregular Activities | Total Cases Opened
Opened Closed Opened Closed
2005/06%* 4 3 3 3 7
2006/07 8 6 10 4 18
12 9 13 7 25

* 2005/06 includes one case opened prior to offical declaration of policy on Feb 27,2006, is still ongoing.

Disposition of Policy Cases

Total Cases | Total Cases Allegations Allegations Open

Opened Closed upheld NOT upheld || cases

Illegal Conduct 12 9 3 6 3

Irregular 13 7 5 2 6
Conduct

Annual Report 2006/07 May 7, 2007



Audit Work:

During the 06/07 fiscal period, staff examined a number of corporate processes for
efficiency, effectiveness and organizational risk.

» Employment Expenses Risk Analysis
> Cash Controls, Phase 3
° Other Revenue and Receivables
> Cash Controls, Phase 4
o Physical Security of Cash assets
° Electronic Portals & Computer Security
> Civic Code Enforcement
> Physical Security around Non-cash Assets.

Additional detail on the significant findings and/or status of the work can be found in Appendix 1.

Each of the above processes extend across the organization so a great deal of time and
attention must be invested to ensure that audit findings are adequately supported with
appropriate and sufficient evidence and recommendations are realistic and relevant. The
majority of field work has been completed for the Cash Controls Review and a draft report is
being prepared.

Most of the field work associated with the Civic Code Enforcement Operational Review has
been completed. Staff resources are focussing on the analytical component, in preparation
for the drafting of the findings and recommendations. Unfortunately, the progress of this
review has not met the original time lines due to resource capacity. Additional resources will
be assigned to assist in the data analysis and best practice research and it is anticipated that
the report will be filed in mid-spring of 2007.

Preliminary work has begun on the development of the Terms of Reference for operational
reviews of the HRM Procurement Practices and the HRM Employment Expense
Reimbursement. Additional temporary resources to assist with this work were approved in
December 2006. The position of Analyst/Auditor has been filled with an internal candidate.
Although a job offer was made to an external candidate for the Business Consultant position,
the offer was declined. A request has been made, as part of the Business Planning process,
to convert the two temporary positions to permanent status. In the meantime, the business
consultant position has been re-posted along with the permanent Business Consultant
position, recently vacated due to the promotion of the incumbent to another position within
the organization.

Compliance and Policy Database:

During the summer of 2006, staff completed the final stage of this project, begun in January
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2003. Gap analysis was undertaken to identify policy areas allowed to be developed under
the MGA and comparing them to corporate policies in place at HRM. These results were then
compared with the best practices of other municipalities across the country. There were ten
areas identified as potential for “formal” policy development.

Tree inspection/limb removal

Minimum tax per dwelling unit or tax levels per region
One-time oversized sewer charges

Signing authority

Tax installment payment plan

Area planning advisory committees

Wastewater management districts

Specifications/standards for connections to wastewater facilities and storm
systems

° Appeals committee for appeals of decisions made by engineer
° Private on-site sewage disposal system pumping/cleaning

This analysis was circulated to the Senior and Executive Management Team for information
purposes. A copy of the report is available, upon request.

Audit Committee Support:

Staff of Business Systems and Control continue to support the Audit Committee of Council.
Work currently underway includes:

> Q & A for Council (and staff) on the Illegal and Irregular Conduct Policy
and amendments to the Ethical Code of Conduct. Discussions with the
Audit Committee are planned to determine the best approach to roll the
processes out to Council.

> A “Terms of Reference for the Audit Committee” is close to completion.
Discussions on the best approach to introduce the document to Council
are still required.

> Governance structure of the Internal Audit Function for HRM. The
CAO/DCAO are leading this issue and will finalize with the Audit
Committee.

> “Release of Reports” recommendations for public release of completed
work.

> Research has been completed on the development of an Audit

Committee Orientation Manual. A draft document must still be prepared.

Audit Report Follow up

Auditing standards require the internal audit function to maintain an up-to-date record of the
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status of outstanding audit recommendations. Following the filing of the final report, a
request is made on the anniversary date of the report for an update on the work completed
by the business unit towards the recommendations made in the report. This occurs annually
for four years, at which time the function/activity is reassessed and placed into the audit
planning cycle. A more efficient process would speed up the response and evaluation of
managements’ assertions and provide more timely and accurate reporting to the CAO and
Audit Committee.

This information is not in an easily accessible or extractable format. Provincial funding has
been acquired to augment internal resources to fund a project to complete the analysis,
make recommendations and implement an appropriate tool to monitor and report on
outstanding audit recommendations. A co-op student has developed a model and
framework, using a Microsoft solution that will allow the end user to receive the request and
respond electronically, thereby speeding up the process. Included in the framework is a
Procedure Manual to ensure that the data is updated and maintained on a regular basis.
Summary and detailed reporting functionality has also been built into the tool. Currently, a
request is pending to enable the transaction to occur using the HRM Intranet as the portal.

Future Challenges:

When staff hires are finalized work will begin, in earnest, on the operational review of HRM
Procurement Practices and Employment Expenses.  The first step will be to define the
objectives, scope of work and methodology for each project and create a formal “terms of
reference.” However, new staff orientation and organizational familiarization will be required
before any direct auditing work can begin.

Resources will also be focussed on the development of the next five year audit plan. BSC
participation in the 2007/08 Business Planning cycle greatly assisted in this exercise. The first
draft of the audit plan is expected to be available for review by May 2007.

Finally, attention must be given to the re-introduction and further development of an
Enterprise Risk Management (ERM) Model to enhance decision making. Risk assessment, as
a planning tool was re-launched during the 2007/08 business planning cycle, to elevate the
value of risk identification and assessment as a viable formal decision tool. It is anticipated
that organizational resources will be assigned to a cross-functional steering committee who
will develop a draft governance model for the function of ERM, in preparation for roll out and
adoption as a best practice for the Halifax Regional Municipality.

Respectfully submitted,

Cathie Osborne, CGA, CMM
Manager, Business Systems & Control
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